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Abstract. With chatbots and other types of conversational agents becoming more 
ubiquitous in everyday life, we see a need for tools and frameworks to structure 
the design and evaluation of this new technology, to optimize its effectiveness 
and user experience. From existing literature, we have identified eight domains 
from which the quality of conversational agents can be assessed: personality and 
usability, onboarding, understanding and context awareness, answering and re-
sponse accuracy, navigation and engagement, error management, intelligence, 
and compatibility and information safety. We propose concrete tools and exam-
ple questions that can be used to inform the design of chatbots, and to conduct 
expert evaluations and user studies. The framework is published as a living doc-
ument in our supplementary materials. 
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1 Introduction 

Recent advances in Natural Language Processing (NLP) and Artificial Intelligence (AI) 
transformed various aspects of our lives by utilizing enormous amounts of data and 
information to improve decision-making through problem solving, reasoning, and 
learning. As a result of these developments, the chatbot made its entry into diverse 
fields such as customer service, gaming, security, entertainment, travel, and healthcare 
in the last two decades [1–2]. Chatbots are computer programs designed to simulate 
human conversations with their users [3]. Their application is found useful in these 
multitudes of different domains, due to the ability for complex dialog management and 
conversational flexibility. Still, the rapid emergence and widespread use of this new 
technology calls for guidelines and frameworks. In this paper we present a framework 
based on a survey of existing literature, to ensure that these chatbots are effective and 
provide a pleasant user experience. 
          Chatbots are able to interact in a human-like fashion through four essential stag-
es: input processing, input understanding, response generation and response selection. 
The user gives an input, which is received and processed by the chatbot followed by a 
selected output [1]. Furthermore, chatbots are either rule-based or use a subset of AI 
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called machine learning (ML), which can be classified as retrieval or generative based 
chatbots [1,4,5]. Rule-based chatbots base their response on a script of predefined an-
swers and rules that determine which answer to send. The first effective chatbot ELIZA, 
developed in 1966, was rule-based [2]. Responses of rule-based chatbots are hand-
coded and fixed; they cannot answer any questions outside these predefined conditions. 
Hence, rule-based chatbots are rigid, difficult to scale, untrainable and require contin-
uous (and most often expensive and intensive) maintenance [5]. This is in contrast with 
ML generating responses that are based on analyzing user input combined with a base-
line script. Such chatbots provide a continuous stream of data in the interactions be-
tween the user and the chatbot. This data is given to a generic algorithm, improving 
itself with each interaction [1]. Regarding retrieval-based models, a chatbot is trained 
to provide (‘retrieve’) the best possible response from a database of predefined re-
sponses. Thus, retrieval-based models do not generate any new output and are limited 
to their database of response patterns [6]. A generative chatbot is the most sophisticated 
of all models. It trains itself using previous and current messages of users and generates 
original combinations of language based on probability distributions. However, it needs 
a very large dataset of user interactions and is prone to training bias [6–7]. Next to the 
method used to generate responses, chatbots can be further classified based on their 
primary goal, with chatbots either being informative, conversational/chat-based, or 
task-based [5].  
          Although chatbots are becoming ubiquitous, a clear and comprehensive frame-
work for their design and validation is proven to be difficult and frequently specific for 
a particular chatbot’s functionality or limited by the available technology. Furthermore, 
sample sizes of existing evaluation studies are often small, focusing on different out-
come measures, and they are inconsistent in reporting characteristics of chatbots and 
study methods [2,8]. With increases in digitalization and the development of more and 
more chatbots, a more robust and standard framework used to perform expert, prelimi-
nary evaluations as well as user studies would be welcomed and most helpful. 
          To facilitate this need for structure, we propose validating chatbots based on eight 
different domains, which are explained in the section below. The different domains for 
testing are based on the consensus between literature studies [9], expert opinion [10], 
patients’ perception [11] and leading AI chatbot testing tools (Botium [12]; Botanalyt-
ics [13]; Chatbottest [14]). Moreover, by combining findings from literature with prac-
tical applications of chatbot testing tools we aim to provide a comprehensive overview. 
The framework’s purpose is to provide tools that can be applied more directly to the 
purpose and goals of an individual chatbot. Table 1 provides an overview of each do-
main, its description and purpose, and examples of useful ways of testing. A detailed 
version, as a living document, is available as supplementary materials1. Additionally, 
example questions are provided that can be used for chatbot evaluation, with the aim to 
contribute to standardizing evaluation practices in the field. By making it a living doc-
ument, our framework will be continuously updated to any progress in the field.  
 
By combining different existing frameworks our framework applies to either rule-
based, retrieval, generative chatbots and to informative, conversational and/or task-
based chatbots. Our framework differs from other frameworks in that it strongly defines 
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domains. For example, various studies have found that in the Natural Language Gener-
ation domain (which includes chatbots) there is very little agreement about which con-
structs are measured, and how they should be defined [15–16]. In addition, by focusing 
on conventions between different existing frameworks a more complete overview is 
formed.  

2 Frameworks for testing chatbots  

Multiple frameworks originating from different perspectives of relevant stakeholders 
were analyzed to formulate a general consensus in testing chatbots.  
 
Firstly, existing literature and studies of chatbot testing were examined. Abd-Alrazaq 
et al. (2020) [9] performed an extensive review of 27 technical metrics used to evaluate 
chatbots, placed under four categories: general performance (e.g. usability, speed, in-
telligence, dialogue handling, error management), response generation (e.g. compre-
hensibility, realism, repetitiveness), response understanding (e.g. chatbot understan-
ding as assessed by users, word error rate, concept error rate), and aesthetics (e.g. ap-
pearance of the virtual agent, background color, content).  
 
Secondly, the identification of a consensus view across domain experts regarding test-
ing of chatbots was considered. Denecke et al. [10] used a Delphi study design to find 
a consensus between professionals regarding relevant metrics to evaluate chatbots. 
Twenty-four metrics achieved high consensus and three metrics achieved moderate 
consensus, which were divided into four categories: global metrics (e.g. ease of use, 
security content accuracy), response generation (e.g. appropriateness of responses, re-
alism, comprehensibility), response understanding (e.g. understanding, word error rate, 
attention estimation errors) and with less consensus aesthetics (e.g. font type and size, 
color).  
 
Thirdly, perceptions and opinions of patients as end-users were analyzed. Abd-Alrazaq 
(2021) [11] performed an extensive review evaluating 37 unique studies and identified 
ten themes: usefulness, ease of use, responsiveness, understandability, acceptability, 
attractiveness, trustworthiness, enjoyability, content, and comparisons.  
 
Lastly, three leading AI chatbot testing tools were investigated. Botium [12] is an em-
inent company specialized in testing conversational AI’s. They performed more than 
100 million tests of different chatbots with 1532 companies using Botium. They test 
for five different domains: functionalities (e.g. accuracy, compatibility, context under-
standing, error management), chatbot platform security, chatbot personalization, learn-
ing ability and accessibility. More specifically, CHARM is a module part of Botium 
[17] testing for conversational flow looking at: understanding, response and context 
integration. Botanalytics [13] is a world leading company for conversational analytics 
tools based in San Francisco. It evaluates chatbots on features: personality, user expe-
rience, conversation flow (e.g. understanding, answering), error management, onboard-
ing, compatibility and security. Chatbottest [14] is an open source guide for testing 
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chatbots based on seven different domains: personality, onboarding, understanding, an-
swering, navigation, error management, intelligence.  
 
Combining the metrics, categories, themes, and domains from literature and practices 
in the field reviewed in this section has resulted in the eight domains we propose for 
comprehensively assessing the quality of an interaction with a conversational agent. 
Note that we draw mostly from surveys in the field of health care. Nevertheless, find-
ings were generalized to all types of conversational agents as we believe these metrics 
and themes to be widely relevant and applicable.  

3 Domains for Testing Chatbots’ Validity 

3.1 Personality and Usability [2,9,10,12–14,18–24] 

The chatbot personality defines the user’s experience. Most often, the user prefers its 
conversation with the chatbot to imitate a human interaction. Having a comprehensive 
personality makes the chatbot more relatable, believable, and relevant to the user. Fur-
thermore, a detailed personality formulates a deeper understanding of the chatbot’s end 
goal(s), and how it will communicate through choices of language, tone, humor, and 
style [25]. The most optimal personality of a chatbot depends on the user (e.g. age 
group, gender, literacy) and task. The first step is to identify potential users of the chat-
bot, and to find a personality that fits its target audience best. A good first impression, 
and thus the very first message sent by the chatbot, is important. For example, a well-
placed greeting will immediately break the ice between a bot and its user and will foster 
their engagement. 
          Furthermore, usability is the extent to which the chatbot can be used by its users 
to achieve the specific goals set by your institution. It poses a more general question: 
why is your chatbot needed? What are its goals exactly? The answer would likely also 
include factors related to the intended user experience (UX) and will define the tone, 
design, and purpose of your chatbot. In addition, a usable chatbot is easy to use without 
issues. 
          Besides testing using private testing tools [12–14], there are multiple validated 
questionnaires available (see Table 1). The most well-known and widely-used usability 
questionnaire is the Systems Usability Scale (SUS) [9,26], although its applicability to 
chatbots has been disputed [27]. Lastly, Kocabalil et al. [18] provide a comprehensive 
overview of each questionnaire and its testing of different parts of UX.  
 
3.2 Onboarding [9,10,13,14] 

Onboarding is important in drawing and keeping the attention of the user throughout 
each interaction. It is dependent on the clarity and presentation of the chatbot. Re-
garding clarity, the chatbot should be easily accessible and use a clear way of commu-
nication. At all times and throughout each interaction, the user should know what is 
expected of them and know what they can expect from the chatbot. Additionally, the 
presentation of the chatbot should be simple, straightforward, and easily understanda-
ble. Important parts of its presentation include adequate profile description/picture, hu-
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man-like interactions, and suitable appearances through its interactions and tone. Ex-
amples of testing for onboarding are the Chatbot Usability Questionnaire (CUQ) [27], 
AttrakDiff [20] and Subjective assessment of speech-system interface (SASSI) [21] in 
addition to Botanalytics [13] and Chatbottest [14].  
 
3.3 Understanding and Context Awareness [9,10,12–14,17,28,29] 

The understanding of the chatbot will determine its responses, whereas effective con-
text awareness will provide the chatbot with the capability of interacting with users in 
an efficient, intelligent, and natural way. Different kinds of inputs will require different 
kinds of processing. For example, small mistakes in spelling by the user should still be 
understandable to the chatbot. However, the chatbot should not only focus on under-
standing one word, but also all the words which are near (linguistic context). This will 
create context and provides more relevant responses of the chatbot.  
          Examples of testing on understanding and context awareness are CUQ (question-
naire), CHARM and Botium [12,17], seq2seq [28,29] and Beam Search Decoding [29]. 
By coding each word into specific vectors and analyzing each sentence, these tests will 
identify the most possible and likely sequence as output. In addition, Botanalytics [13] 
and Chatbottest [14] also provide testing on these domains.  
 
3.4 Answering and Response Accuracy [9,10,12–14,17,28,29]  

Adequate responses of the chatbot to the user ensures engagement and a smooth con-
versation flow. The chatbot’s output will differ and should be appropriate depending 
on the chatbot’s purpose and use, as well as its target audience.  
          This domain is an extension of the previous domain, understanding and context 
awareness. By improving the chatbot’s understanding of the input of the user, it can 
formulate a more accurate response and/or answer. Hence, there are some overlaps be-
tween (response) accuracy and the previous domain of understanding and context 
awareness. The main difference lies in how well the chatbot answers. Examples of test-
ing are CUQ (questionnaire) [27] or Botanalytics [13] and Chatbottest [14]. 
 
3.5 Navigation and Engagement [10,13,14,20–23] 

It is important to maintain a simple navigation flow, so that the user does not feel lost 
at any time in the process. At all times the user should be able to go back to previous 
questions or sections. In addition, navigating easily through different parts/flows of the 
chatbot is important for potential revision of previously answered questions. 
          Furthermore, engagement during interactions with the chatbot is crucial for these 
interactions to be effective. Engagement will make the user more involved and stimu-
lates attention. For example, if the chatbot goes through a standard set of questions, 
transparency of the process (e.g. how many questions are left) is essential for the en-
gagement of the user. 
          This domain is often linked to usability and user experience. To evaluate naviga-
tion and engagement throughout the conversation, determining the user’s experience is 
therefore important. Possible useful questionnaires in descending extensiveness are At-
trakDiff [20], SASSI [21], SUISQ [23] and MOS-X [22] and both testing tools Chat-
bottest [14] and Botanalytics [13].  
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3.6 Error Management [9,10,13,14] 

Chatbots are not perfect. However, through using ML, chatbots have the potential to 
study errors to improve their interaction with users. Therefore, error management is of 
utmost importance to an effective and continuously learning chatbot.  
          Error management provides insights into the way the chatbot responds and per-
forms when something unexpected happens. It provides an indication of the extent to 
which the chatbot can adapt after, and if it can provide a clear analysis of the error or 
breakdown in communication. Error messages therefore should describe the error to the 
user. Rather than repeating the same messages or question, chatbot error handling 
should clarify the error, and propose a way to move forward. For example, if the chatbot 
is confused by out-of-context answers of the user, the chatbot could remind the user of 
its capabilities in responses. Moreover, differences between internal and external errors 
should be made.  
          Unfortunately, literature for testing error management is scarce or only limited 
to observations and evaluations of numbers of errors [9,10]. An example is CUQ [27] 
that poses only one question (“The chatbot coped well with any errors or mistakes”). 
However, both Botanalytics [13] and Chatbottest [14] extensively test for error man-
agement.  
 
3.7 Intelligence [9,12–14,30] 

Intelligence represents the possibility of the chatbot to analyze interactions with users 
and to be able to learn from them. The chatbot recognizes relevant patterns and corre-
lations and uses data provided by its interactions to improve itself. Important to note 
here is that an intelligent chatbot will be only as good as the data it was trained with. 
For example, there could be a risk of chatbots being ‘reprogrammed’ by users due to 
the chatbot being incomplete and therefore receiving incorrect information of users.  
          Testing should be based on users’ experiences and identifying the possibility of 
the chatbot to learn from its interactions. Regarding the perception of the chatbot by the 
user, questionnaires such as CUQ [27] and Bartneck et al.’s [30] questionnaire called 
Godspeed (that includes various factors such as perceived intelligence and anthropo-
morphism), can be used. Furthermore, Botium [12], Botanalytics [13] and Chatbottest 
[14] all explicitly test for intelligence.   
 
3.8 Compatibility and safety [10,12–14] 

Due to many different software and hardware options nowadays, it is important that the 
chatbot will be compatible with each one of them. Software of the chatbot should run 
on different platforms (e.g. smartphone, tablet, laptop, desktop) and on different oper-
ating systems (Windows, OS X, Android, iOS).  
          Moreover, safety of personal information of users and cyber security should al-
ways be of high concern. There should be a continuity in ensuring safe (personal) data 
storage. Data should be encrypted to be anonymous and untraceable to the user. Addi-
tionally, the chatbot should not provide any sensitive information of other users to a 
user. Literature for testing compatibility and safety in chatbots is limited. For now, only 



7 
 

private chatbot testing is available (Botium [12], Botanalytics [13] and Chatbottest 
[14]). 

4 Conclusion and Recommendations 

The last couple of years the usage of chatbots in various domains has increased. Chat-
bots are used more and more in supporting and relieving tasks previously performed 
only by people. However, there was not yet a robust or standardized framework for 
validating chatbots’ effectiveness. Based on consensus of researchers, domain experts, 
end-users and leading AI chatbot testing tools Botium, Botanalytics and Chatbottest, 
we proposed a framework for validating chatbots based on eight different domains: 
personality and usability, onboarding, understanding and context awareness, answering 
and response accuracy, navigation and engagement, error management, intelligence, 
and compatibility and safety.  
          Most of these domains can be validated using questionnaires for user experience, 
however some of them rely on testing tools only. Hence, more research and validated 
checklists and questionnaires are needed to support and facilitate validating chatbots on 
these domains. With this position paper we propose a framework and tools to apply 
specifically to the purpose and goals of an individual chatbot, and pave the way forward 
for new tools to be developed. We recommend usage of a framework for validating 
chatbots based on these eight different domains, which can also be used as a guideline 
to formulate a clear definition of chatbot requirements. It is important to note that the 
domains share some overlap, and that it may not be necessary for every conversational 
agent to meet all of the proposed guidelines fully.  
          A combination of different questionnaires can be used to quantify and qualify 
user experiences throughout all domains except error management and compatibility 
and safety. However, these domains can be tested using chatbot testing tools. For this 
we recommend the usage of Chatbottest as an open source, free to use testing tool. The 
concrete example questions we pose in the full version of the table can also be used in 
an expert evaluation of a chatbot under development.  
          Since literature, especially in the field of chatbot testing, is continuously updated, 
we introduce a living document. Our framework is easily adjusted to any progress in 
the field of chatbot testing. Hence, this position paper is meant to be a first draft and as 
a measurement of potential interest, making it hopefully a first step for long term de-
velopment of robust chatbot testing tools.  
         Lastly, throughout these domains the adage always goes: “Simplicity is the ulti-
mate sophistication.” It is better to make your chatbot as easily useable and simple as 
possible! 
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Table 1. Domains for testing chatbots validity. The full table is available as a ‘living docu-

ment’: https://osf.io/p2uve/   

Domains Description Tools and questionnaires 
1. Personality 
and usability 

Does the chatbot have a clear voice and tone 
that fits with the users and with the ongoing 
conversation? 

CUQ [27]; SUS [9,26]; At-
trakDiff [20]; SASSI [21]; 
SUISQ [23]; MOS-X [22]; 
PARADISE [24]; Botium 
[12]; Botanalytics [13]; 
Chatbottest [14] 

2. Onboarding Is it clear for users from the very beginning 
what the chatbot is about? Does the chatbot 
present itself in an open and simple manner? 
 

CUQ [27]; AttrakDiff [20]; 
SASSI [21]; Botanalytics 
[13]; Chatbottest [14] 

 
3. Understand-
ing and context 
awareness 

How is the understanding of the chatbot of 
different inputs from the user? Is the chatbot 
aware of different contexts? 

CUQ [27]; CHARM [17]; 
Botium [12]; Seq2seq 
[28,29]; Beam Search De-
coding [29]; Botanalytics 
[13]; Chatbottest [14] 

 
4. Answering 
and response 
accuracy 

What kind of answers and responses does 
the chatbot give and how relevant are these? 
Are they relevant to the moment and con-
text? 

CUQ [27]; Botanalytics 
[13]; Chatbottest [14] 

5. Navigation 
and engage-
ment 

How easy is it to operate through the conver-
sation and its different flows/parts? Does the 
user remain engaged throughout the process? 

AttrakDiff [20]; SASSI 
[21]; SUISQ [23]; MOS-X 
[22]; Botanalytics [13]; 
Chatbottest [14] 

6. Error man-
agement 

How does the chatbot deal with errors that 
occur? Is it able to recover from them? 

CUQ [27]; Botium [12]; 
Botanalytics [13]; Chatbot-
test [14] 

7. Intelligence Does the chatbot have any intelligence? 
Would it pass a Turing test? 

CUQ [27]; Godspeed [30]; 
Botium [12]; Botanalytics 
[13]; Chatbottest [14] 

8. Compatibil-
ity and infor-
mation safety 

Can the chatbot be used on different devices 
and is (personal) data stored safely? 

Botium [12]; Botanalytics 
[13]; Chatbottest [14] 
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